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PCIl Software Security

Framework

The Security Standards Council (SSC) of the Payment Card Industry (PCI) develops multiple frameworks to ensure the security
of all stakeholders in the payment ecosystem—organizations, their staff, and their clientele. Until October 2022, the primary
framework regulating payment processing software was the Payment Application Data Security Standard (PA-DSS). But
moving into 2023 and beyond, it has been replaced by the Software Security Framework (SSF).

The SSF is complex, comprising two Standards and over 22 Core Objectives.

The best way to ensure SSF compliance is to work with a quality PCI SSF advisor, whose service offerings will streamline your
implementation, management, and assessment of controls.

PCI SSF Security Standards

The two standards that make up the PCI SSF are the Secure Software Standard and the Secure Software Lifecycle (Secure
SLC) Standard. The former applies primarily to the software itself, and vendors bare the brunt of the regulatory burden. The
latter applies to the entire design process, and both development and maintenance teams may need to comply.

Each Standard comprises a series of Core Requirements, which are called Control Objectives:
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These Control Objectives are organized under core functionsin each respective standard.

In order to be more flexible, the Secure Software Standard also adds 11 additional Control Objectives organized under separate
Modules. Currently, there are three of these modules:

Module A - Applicable to Account Data protection on most applications

Module B - Applicable to applications that run on terminals

Module C - Applicable to applications that are considered web software



Benefits of PCI SSF Advisory

By working with a PCI SSF Advisor, you can swiftly identify which SSF standards apply to your software (and which additional
Modules of the Secure Software Standard may apply). Then, you can work closely with the advisor to identify gaps between
your current applications and development processes and the suite of controls required by the SSF. Most importantly, your
advisor will optimize these compliance practices, minimizing your overall security spend while maximizing your cyberdefense
posture.

PCI SSF Advisory Services

RSI Security offers a suite of PCI SSF Advisory services, encompassing all elements of compliance. We assist with preparation,
certification, and long-term maintenance through:
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Depending on your organization’s security maturity and compliance needs for PCI SSF, DSS, and any other regulations, you
may benefit most from one particular service or acombination thereof.

Benefits of PCI SSF Advisory

If your organizationis a vendor or developer of payment processing software, you likely need to ensure that the apps or their
development processes are secure. If you are both a vendor and developer, you may need to assure security across both.
Compliance can be extremely challenging given the complexity and the possibility of overlap with controls from other applicable
regulations.

Working with a quality SSF Advisor will streamline your PCI SSF compliance.

About RSl Security

RSI Security has provided PCl advisory and assessment services to countless organizations, for DSS, PA-DSS, SSF, and
other forms of compliance. Our experts have helped secure cardholder data (CHD) and other protected categories of
information from security risks for over a decade. We are recognized by the SSC as an Approved Scanning Vendor (ASV)

and Qualified Security Assessor (QSA); we can assist with all elements of PCI compliance, from preparation through
certification.

Working with RSI Security, you'll rethink and optimize your PClI SSF compliance.
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